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Listing of Claims 

This listing of claims replaces all prior versions, and listings, of claims in the 
application: 

1 -9 (Cancelled) 

10. (New) A USB digital data processing device with data security protections comprises, 
a random number generator; 

an USB controller, wherein the USB controller receives data via interfaces from 
external operating systems; 

an encryption unit, wherein the encryption unit receives the data from the USB 
controller and encrypts the data; 

the encryption unit encrypts the data with a first level encryption by a first 
level symmetric algorithm wherein the symmetric algorithm is selected from the group 
consisting of DES, TDES, RC2, RC4, and RC5, and 

the first level symmetric algorithm encrypts the data in accordance 
with a random number generated by the random number generator; 

in response to the first level encryption the encryption unit further encrypts 
the data encrypted by the first level encryption with a second level encryption, wherein the 
second level encryption implements a second level symmetric algorithm selected from the 
group consisting of RS A, DS A, and ECC, and 



2 



10/760,392 



the second level symmetric algorithm encrypts the data in 
accordance with a random number generated by the random number generator; 

in response to the second level encryption the encryption unit further 
encrypts the data encrypted by the second level encryption with a third level encryption, 
wherein the third level encryption implements a hash algorithm selected from the group 
consisting of MD2, MD5, and SHA, and 

the third level encryption encrypts the data in accordance with a 
random number generated by the random number generator; and 

a memory unit wherein the memory unit stores the encrypted data by the 
encryption unit and 

the memory unit comprises a plurality of memory areas including general 
area, read-only area, and reserved area, wherein 

the general area receives and stores data from the external operating 
systems and transmits data to the external operating systems; 

the read-only area stores data for modifications by the external 
operating system with an authentication; and 

the reserved area implements Internet Protocol for data 
transmissions via the Internet; 

the memory unit stores operating software that implements protocols of 
physical layer, a driving layer, an user interface layer, and an application layer. 
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